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COMMENTARY

HIPAA the Health Care Hippo:
Despite the Rhetoric, Is Privacy Still an Issue?

Kay Kuczynski and Patty Gibbs-Wablberg
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atients have long been concerned about the
Pprivacy of their health care information.

“How private is ‘private’®” is a question that
echoes through the minds of patients every time
they receive a stigmatizing diagnosis such as cancer,
asexually transmitted disease (STD),alcohol or drug
dependency, a mental or emotional health prob-
lem, or trauma symptoms related to a personal and
private experience. Federal regulations for health
care providers that went into effect in April 2003
are touted as improving or ensuring the privacy of
an individual’s personal health information, but do
they? We think not.

The Health Insurance Portability and Account-
ability Act (HIPAA) of 1996 (PL. 104-191) is a
multitiered, comprehensive, convoluted, and con-
troversial federal law for sweeping health care re-
form. Although HIPAA is dramatically broader in
scope than privacy protections for health care in-
formation, a provision for privacy in the form of a
Privacy Rule is included in Title II of HIPAA un-
der the Administrative Simplification regulations;
this regulation has created widespread contro-
versy, as well it should, juxtaposed with both civil
liberties and the tenets of our profession’s ethical
code.

In preparation for the Privacy Rule compliance
date in April 2003, executives of covered entities
(CEs), which include health plans, health care clear-
inghouses,and health care providers, were involun-
tarily plunged into a mire of federal definitions,
acronyms, regulations, and procedures that spiked
the jargon meter. A veritable compliance melee
erupted as a result of struggles to comply with the
letter of the law in the face of inability to decipher
what the letter of the law was. A health care net-
work-wide plethora of brochures, forms, and flyers,
ostensibly aimed at protecting patient privacy bet-
ter than ever before, spilled from the many months
of compliance preparations by each CE. But con-

trary to the HIPAA hype about patient protection,
and despite the glacier of paperwork for protecting
privacy that was spawned by the Privacy Rule, critics
of HIPAA claim that this federal law erodes pa-
tients’ right to privacy. Citizens for Health filed
papers in the U.S. district court in Philadelphia al-
leging that HIPAA regulations threaten *“essential
liberties [privacy| guaranteed by the Constitution”
(Dougherty, 2003).

Privacy and confidentiality are in greater jeop-
ardy than ever because of two security issues inher-
ent in compliance with HIPAA regulations. The
first security issue stems from the fact that health
care providers are forced to use the Internet for
sharing information and for billing purposes. Sec-
ond, and counter to HIPAA’s alleged intent, is the
issue of access to private health information. Ac-
cording to a statement issued by Citizens for Health,
“virtually all personal health information about
every aspect of an individual’s life can be used and
disclosed routinely without notice, without the
individual’s consent and against his or her will”
(Dougherty, 2003).

In the first instance, patient confidentiality is
compromised by the federal government, health
care workers, hackers, and the legal system. The
federal government realizes a savings of billions of
tax dollars by computerizing Medicare and Med-
icaid programs and HIPAA, and, except in very
small practices, makes electronic billing mandatory.
Also, to facilitate quick information exchange in
medical emergencies, there is a push for universal
patient identifiers, which relates to the second se-
curity issue. A nationwide linking of all medical
records is possible with such identifiers (Gelman,
Pollack, & Weiner, 1999).“A national health ID so
presages a national health database that Congress
has consistently refused to fund the program”
(Privacilla.org, 2003, p.11). Even so, increasing
amounts of new private health information will
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be traveling the electronic highways, in addition
to what is already stored in computers by man-
aged care companies, as the private insurance com-
panies follow the government’s lead.

Managed care personnel have secured private
health information about patients and clients to
verify the necessity of treatment (Harris, 2003).
During the past 15 years service providers assumed
that this confidential information would remain safe
with managed care personnel. With the retroactive
element of the 2003 amendments to HIPAA, mak-
ing past medical information available electroni-
cally, how valid is that assumption? Several years of
paper treatment plans and client progress reports
can be scanned into computer banks and be avail-
able for dissemination via the Internet. Internet use
for insurance billing and sharing information is
mandated by HIPAA, and the pesky problem of
keeping that electronic information safe and secure
is also addressed by HIPAA, allocating that respon-
sibility to the service providers.

Unfortunately, that allocation does not guaran-
tee that private medical information will remain
safe and secure in storage or transit via the Internet.
As distribution of information widens via the
Internet, that information is more apt to become
public (Aaronson, 2002). With date of birth, gen-
der, and five-digit zip codes, 87 percent of the U.S.
population can be identified (Aaronson).

“Instances of computer security breaches and
associated financial losses have soared in recent years”
(Raul,Volpe, & Meyer, 2001, p. 2). Computer pro-
grams now exist to crack passwords. In the first 20
minutes of an attempted break-in to a database, 20
percent to 50 percent of the Microsoft Windows
passwords of a corporation with 10,000 employees
could be found, and 90 percent could be found
within 24 hours “by adding a brute force attack”
(Lee, 2001, p. 2).

Hackers have enjoyed success in these endeav-
ors. The confidential records of thousands of pa-
tients were stolen from the University of Washing-
ton Medical Center in 2001 (Chin, 2001), and in
Philadelphia, Drexel University College of
Medicine’s database of 5,000 neurosurgery patients
was accessed last year (Chin, 2003). Microsoft and
the Pentagon, with state of the art computer secu-
rity systems, were recently victims of hackers (Chin,
2001).

Computer security companies advertising the
need for their products focus on the lack of secu-

rity in cyberspace. Security lacks are documented
by the Computer Security Institute and the FBI,
which found in 2002 that 90 percent of large cor-
porations and government agencies were victim-
ized by hackers (Computer Security Institute, 2002).
Doc-Shred (2003) estimated that “U.S. corpora-
tions are losing an estimated 100 billion dollars a
year to information thieves” (p. 1). Prescriptions to
remedy these situations include access-control serv-
ers, firewalls, intrusion detection, network scanning,
encryption, and virtual private networks (Cisco
Systems, 2001). However, as the hackers and com-
puter security companies do battle, there is, to date,
no foolproof system to keep Internet information
100 percent safe.

In addition to the problems of managed care’s
ownership and use of private medical information,
the health care employee can compromise patient
confidentiality through inadvertent errors. Elec-
tronic information can be sent to the wrong place,
or the wrong information may be sent. The sheer
volume of transmissions translates one simple mis-
take into thousands of cases misplaced or misdi-
rected. Glitches occur within a “company’s com-
puter system leading to unintended dissemination
of proprietary information” (Raul et al., 2001, p. 2).
In August 2000, 858 Kaiser Permanente patients’
confidentiality was breached when a computer
glitch made incorrect appointments (Dyer, 2001).

In addition to negligent errors, people with ac-
cess to medical information may have malevolent
intent. A public health worker gave two newspa-
pers a computer disk with 4,000 names of HIV-
positive individuals. Medicaid clerks sold recipients’
computerized printouts of financial resources to
managed care companies. A banker called due the
mortgages on cancer patients after cross-referenc-
ing information he obtained as a county health
board member (Clark, 2001).

Legal recourse for damages caused by negligent
failure to secure confidential information is woe-
fully lacking. “To date no U.S. court has addressed
the issue of liability for failure to secure a computer
adequately” (Personick & Patterson, 2003, p. 45).
The public has no recourse to sue under the new
privacy rule (Peisert, 1999). HIPAA threatens pen-
alties for noncompliance with security regulations,
but if hackers or others obtain private information
and an individual is harmed, suing in the courts
does not seem to be an option. Rather,“if the right
to refuse information sharing comes only from the
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HIPAA privacy regulation, the consumer can only
complain to the Department of Health and Hu-
man Services (HHS), getting in line behind thou-
sands of other people to see if the agency will pur-
sue his or her interests” (Privacilla.org, 2003, p. 23).
The second confidentiality problem under
HIPAA is that information may be shared without
the patient’s consent and with the 2003 Amend-
ments may be shared despite patient objections. Peter
Kavanaugh (n.d.), past president of the Academy
for the Study of the Psychoanalytic Arts, stated that
the board of the Academy is opposed to the new

HIPAA-cratic oath that requires the entry of
personal and private information into a nation-
wide computer data base where it can be ac-
cessed by dozens of government agencies, thou-
sands of bureaucrats, pharmaceutical
corporations, private insurance companies, po-
lice agencies, foreign government officials and

others . .. without the person’s consent. (p. 2)

Health studies and drug marketing are instances
in which patient data is shared (Aaronson, 2002).
Law enforcement officials’ access to patients’ medi-
cal information has been broadened (Gelman et al.,
1999). Public health activities may necessitate col-
lecting individually identifiable information, includ-
ing genetic information, without bothering to ask
for an individual’s consent (Peisert, 1999). Another
broad area that allows sharing information without
consent is defined only as having “specified public
and public policy related purposes” (Richards, 2003).
The FBI’s new surveillance system could conceiv-
ably be used under these broad purposes. The new
systemn was dubbed “‘Carnivore’ because it has the
ability to get at the ‘meat’ of interesting or suspi-
cious communications” (Lycos, 2003, p. 1).

The plaintiffs’ brief, submitted to the United
States District Court for the Eastern District of
Pennsylvania by attorneys James C. Pyles and Ken-
neth 1. Trujillo in Citizens for Health v. Tommy G.
Thompson, Secretary, U.S. Department of Health and
Human Services, clearly delineates the privacy con-
cerns regarding the 2003 Amendments to HIPAA.
The brief states that

1. “The Amendments eliminate their [citizens’)
ability to exercise any control over the use
and disclosure of their identifiable health in-
formation for routine purposes” (p. 3).

2. “Confer blanket federal authority on cov-
ered entities ... to use and disclose their health
information against their will and over their
objections” (p. 3).

3. “Eliminate the ability to protect the privacy
of their identifiable health information by
paying out of pocket” (p. 5).

4. “Personal health information that they had
permitted to be includedin theirmedical records
prior to April 14, 2003 would be used and
disclosed without their permission” (p. 27).

Honorable Mary Ann McLaughlin entered a tem-
porary order enjoining HHS Secretary Thompson’s
use of the Amended Privacy Rule “to the extent
that it authorizes and permits the use and disclo-
sure of Plaintiffs’ identifiable health information
without their consent” (Citizens for Health v. Tommy
G. Thompson). However, the final decision was fa-
vorable to the secretary of HHS.

In a news release on April 2, 2004, the secretary
stated that the “court’s decision supports our au-
thority to protect the privacy of patient health in-
formation in a way that does not impede their ac-
cess to quality health care. ... We will continue to
educate consumers about these important new pro-
tections and to promote compliance by those who,
under the law, must safeguard patient health infor-
mation.” (HHS, 2004). Citizens for Health filed a
Notice of Appeal on May 27, 2004. The Appellate
Brief in this matter was filed on August 23, 2004
(Appeal for Patient Privacy Foundation, n.d.).

IMPLICATIONS FOR PRACTICE

The helping professions’ focus regarding HIPAA
has remained almost totally on compliance rather
than questioning the impact of HIPAA on practice.
Kavanaugh (n.d.) expressed concern when he wrote
that““it seems that very little of these resources [time,
money and effort] has been spent on critically as-
sessing HIPAA’s impact on the practice and profes-
sion of psychology” (p. 2). Germane to this assess-
ment is whether we can preserve our clients’
confidentiality, and there is a definite sense that we
cannot.

As late as 2001, health information was difficult
to obtain over the Internet because this informa-
tion was being protected by “continuing practical
obscurity” (Privacilla.org, 2003), that is, the exist-
ence of paper files and non-interchangeable elec-
tronic formats, then, as many as 400. As of 2004
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transfer of information and Medicare and Medic-
aid insurance billing are required in compatible elec-
tronic formats.

As clients become cognizant that their private
medical information can be accessed without their
knowledge or permission, the trust implicit in the
helping relationship could erode. Saxon (2001)
explained that, unfortunately, “professional ethical
standards are ‘at the bottom’ (p. 14). Professions
have no legal ground and must “give way to appli-
cable constitutional, statutory or regulatory provi-
sions” (p. 14). Regardless, the professions are com-
pelled to act so that no harm is done.

Concerns about HIPAA and client confidential-
ity need to be raised by professional organizations
so their members become aware of the possible
impact of certain HIPAA regulations on their prac-
tices. Effort and time need to be focused on an
assessment of the content and type of identifiable
health information that is shared with managed care
and insurance companies. Practitioners need to
maintain case files (paper or electronic) that pro-
tect their clients from harm. Finally, time, energy,
and money need to be directed to filing lawsuits in
the federal courts, as in the case of Citizens for Health
v. Tommy Thompson, to enjoin the HIPAA regula-
tions that jeopardize the confidentiality of private
medical information. B
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